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Algorithm 1 By scaling the perturbation to find adversarial examples that are resistant 1o size

changes.
Input: Original image, I,,;
The size by which the image will be scaled. S:
P-net of MTCNN face detection system, N,
Control the threshold of the detection box, f.

Qutput: Valid attack samples for each size.
1: Initialize An array with the same size as I, and a value of zero, used to store
the final perturbation, PI,.
2. for each s € S5 do
3 I, = I, resize(s, bilinear interpolation)
I Pl = I data(value=0) // store temporary perturbations
5: while T'rue do
G: prob + N,(I)

7 loss ¢ ereateLoss(proh) // loss is less than or equal to zero
& boxes + findBox{prob, s, f)

9: sr 4+ searchRate()

10: pertur ¢ sr x I.grad.sign()

11: if loss = —1 or boxe None then

12: temp = P, resize(],.size. bilinear interpolation)

13: I.= (temp + I,).resize( [, .size, bilinear interpolation)

14: if loss > —t or boxes is None in the next loop then

15: PI, + = temp

16: brealk

17: else

15: continue

19: end if

20:  end if

21: L[boxes] + = pertur[boxes| // modify the data within the bounding boxes
22: Pl Jboxes| + = pertur[hoxes]

23:  end while

24: end for

25 return [, + P1, =0

7 TATY AL

MTCNN % K89 28 T, &9 4 X TOHERD
RN BB A ERT 2 LERH Y FT LK
— LB CHEEIET R T 2 DR B -0, B
DHBPAT =Y v r7rInEd, 70713 Y XL
ICIZ 2 2O =T BEENTEY, Mllor— 7%
AL TIEIIE ARy — L2 ENB L, Hllo
V=T % FH L CHRR—ZADEEZHREL F 9,

X 6 X, fifaigoEHON ML, NlloLr—7
DFTCOEEDIEEZRL T WET, BEMEORK
T BEHIE T e 2 TF,

5. bHg

B 4.1 13, FLS OB~ D BEI OB TUE
BREMECH B L BIBAL TV T,

TR IE (X — AR R O I & 13 87 2 Tk T
VKB T2 44 L2 b=R2F v SicfllCnd
T HEBRIC K Y ZOFMESHERINLTEY . v 2+
NMEWKEL BRBICONTAN T+ —~ v AR EL
%9, MTCNN, S3FD, SSD 753 ~_T CNN ik



AL CTWwW3 7%, CNN ol i FiEkic L v,

BT A ) LD F — K4 v b oI
FHT 2 X cm->TwEd, B CNN ofiH

INR oG 2 T 5 720 BIEIRE SR
THILRTERWD .3 ODHMER%
)(jJ j—éu&ﬁ)f?ij—o

fICHie
[ Ry I 41

8 ErLAE~NERDOITLOY 4 XiF 128x128, 178x218,300x232, 3840x2160

9 2 ODMEDILD Y 4 X 1300x867, 1024x820 TF,

7 L 8 1E. wAFRT — ABEIEIA SR
DHYMEERLTEH Y. 2 NFNITCOEIR, HOT T 78
i, EEEGRE R L TWE T,

# 3SR, WRoTOY 4 X2 T -2 L LTHAIL £,

- 0012 0014 0037 0018
- 0968 0970 095 0971 043 0978

#3112, L&l 6 oo OREHDIE I ORR %
AL TWE T, LPIPIS 2T 01T IS EHM L

2022 4 8 A 10 H(K)

RELEERE PHBELSEH

THhH., SSIM OFEED 1 ITEWIZEELILTWwE
T,

6. BbYIC
FRloEEEE L T, EHEIFEHO M AL T
W3 Z L EFEIEL, CNN Frdh it okt % it 3
TR TELZROEMEZIREL, 7V 4L F A4
v T MTCNN ZKEB3 2/ x o0 %4,
INLDEBICLY, AYROWMERETH 5.
faceswap DSHENOEZ R TE kb, BHOZE
fkec b sicdsew) HEZZERKLE L
oo DB DA MEBET ZICONT, kLR TH
a0 WEER L D2 R0 0 T LA, HlZ2E,
FYENE A4 TIEMTCNN & ftho ZfkH 85 % [H
FRICICEEC & 7 WO I T A E e 3 5 < b
F AT — NABEYE A R D S R TR 2 T B
&L BTN EHER Ao ol h 5%,
Sk, 2 o2offfe i mIcERE S CEd, CNN
% T L CELBE Y 7o RO Bl T & 2 BE A TRk
ZBAFE L. WifRYe 7 2 v F ORISR IS B it
PEZFIH LR 2 il F k2L £ 3,

Sk
[1] https://faceswap.dev/

[2] Joint Face Detection and Alignment using Multi-
task Cascaded Convolutional Networks

[3] S3FD: Single Shot Scale-invariant Face Detector
[4] SSD: Single Shot MultiBox Detector

[5] Towards Deep Learning Models Resistant to
Adversarial Attacks

[6] hiding faces in plain sight: Disrupting ai face

synthesis with adversarial perturbations.


https://faceswap.dev/

FERFR

1. Multi-scale perturbation fusion adversarial attack

on MTCNN face detection system, CY. Zhang, Y.

Qi, H. Kameda, CISCE 2022, (Accepted), (2022-
]une).

2. A New filtering method of images/movies against
Deep Fake by drawing lines between eyes and
mouths, CY. Zhang, H. Kameda, Journal of
Computers, Under review

3. Animal Exercise: A New Evaluation Method, Y.
Qi, CY. Zhang, H. Kameda, Journal of Computer
Science Research, Vol.04, Issue 02, pp.24-30
(2022-April).

4. Historical Summary and Future Development

Analysis of Animal Exercise, Y. Qi, CY. Zhang, H.

Kameda, ICERI 2021 (Accepted), (2021-Nov).
5. Motion transfer in crawling stance, Y. Qi, CY.

Zhang, H. Kameda, Journal of Al, Under review

2022 4 8 A 10 H(K)
BELEERE THBEHELER



